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®EJTEPATBHASA CJ/TY)KBA BE3OITACHOCTU POCCUMICKOM
®EJEPAIINN

ITPUKA3
ot 10 uronna 2014 r. N 378

OB YTBEPKJIEHIU COCTABA U COJEPKAHUSA
OPI'AHM3AIIMOHHBIX Y TEXHUYECKWX MEP I10 OBECIIEYEHHIO
BE30IIACHOCTHU NEPCOHAJ/IbHBIX JAHHBIX ITPM X OBPABOTKE

B MTH®OPMAIIMOHHbBIX CUCTEMAX NEPCOHAJ/IBHBIX JAHHBIX
C MCITIOJ/Ib30BAHMEM CPE/ICTB KPUIITOI' PA®GMYECKOI
3AIUTHI
MH®OPMALIVN, HEOBXOAVMBIX JIJIs1 BLIIOJTHEHUS
YCTAHOBJIEHHBIX
IMPABUTE/ILCTBOM POCCUIICKOI ®EJEPALIV TPEBOBAHUI K
3AIIUTE
IMEPCOHAJIBHBIX JAHHBIX JI/I1 KAXKIOI'O 13 YPOBHEN
3AIUIIEHHOCTU

B cootBeTcTBUU C yacThio 4 ctatbu 19 ®efepaibHOr0 3aKoHA OT 27 WO
2006 r. N 152-®3 "O nepcoHa/bHbIX JaHHbIX" <1> rpHKa3bIBaro:

<1> Cobpanue 3akoHOAaTe/bCcTBA Poccuiickoit @epeparium, 2006, N 31 (u. I),
cT. 3451; 2009, N 48, cT. 5716; N 52 (u. I), ct. 6439; 2010, N 27, ct. 3407; N 31,
cT. 4173, cT. 4196; N 49, ct. 6409; N 52 (u. I), cT. 6974; 2011, N 23, ct. 3263; N
31, cT. 4701; 2013, N 14, ct. 1651; N 30 (u. I), ct. 4038.

yTBepAuTh Tipwiaraemble CocTaB W CofiepKaHWe OpraHM3alMOHHBIX U
TeXHUUECKHUX Mep 10 obecrieyeHH0 6e301acHOCTH MepPCOHAMbHBIX AAHHBIX TPU UX
obpabotke B  WHGPOPMAI[MOHHBIX CHUCTeMaxX TIepPCOHaNbHbIX JaHHBIX C
WCII0/Ib30BaHWeM  CpeACTB  KpunTorpaduueckow  3al[uThl  UH(OpMALUH,
HeoOXOUMBIX [I7Isi BBITIOJTHEHUS] yCTaHOBJeHHbIX [IpaBuTenbcTBOM Poccuiickoit
denepar  TpebOBaHWN K 3allldTe TI€PCOHANBHBIX JaHHBIX MJIA Ka)KJOro W3
YPOBHEH 3allUILIeHHOCTH.
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[Ipunoxxenue
K npukasy ®Cb Poccuun
ot 10 nrosis 2014 r. N 378

COCTAB 1 COJEP)KAHUE
OPTAHM3AIVIOHHBIX M TEXHUUYECKUX MEP 110 OBECITEUEHUIO
BE30IIACHOCTHY IEPCOHAJIBHBIX TAHHBIX ITPU X OBPABOTKE

B MTHO®OPMAIIMOHHEBIX CUCTEMAX ITEPCOHAJIBHBIX JAHHBIX
C MICIIOJ/Ib30BAHUEM CPE/ICTB KPUIITOTPA®NYECKOM
3AIATEI
NH®OPMAILINY, HEOBXOJVMBIX JI/Is1 BBITIO/THEHWS
YCTAHOBJIEHHBIX
IIPABUTEJ/IHCTBOM POCCUICKOI ®EJJEPAIIN TPEBOBAHUI K
3AIIATE
IIEPCOHAJIBHBIX JJAHHBIX JI/ISI KAJKIOT'O 13 YPOBHEN
3AIUIIEHHOCTU

I. O611IHMe T0/I0KeHHUsT

1. Hacrosiumii  [OKyMeHT  orfpefejsieT COCTaB M COJiep’KaHue
OpPraHM3allMOHHBIX W TEeXHWYeCKUX Mep TII0 obecrieueHrio 6e30macHOCTH
MepPCOHAMbHBIX MAHHBIX TP MX 00paboTke B WH(POPMAIIMOHHBIX CHCTeMaX
MepCoHa/IbHBIX JJaHHbIX (Janee - MH(OpPMAlLIMOHHAsi CMCTeMa) C HCII0JIb30BaHHEM
cpeicTB  KpunTorpaduyeckod 3anuTthl  uH(opMaimu (manee - CK3N),
HeoOXOJUMBIX [I7Is1 BBITIOJTHEHUS] yCTaHOBeHHbIX [IpaBuTenncTBOM Poccuiickoii
®enepali  TpebOBaHUM K 3allldTe TE€PCOHANbHBIX [AaHHBIX [Ji Ka)KJOro W3
yPOBHeH 3allUIlleHHOCTH.

2. Hacrosmmii JOKyMeHT IpeJHa3HauyeH [Jis ONepaTopOB, UCIIO/b3YHOLIUX
CK3U pns obecrieueHusi 6e30MacHOCTH MePCOHA/IBHBIX JaHHBIX MPU UX 00paboTke
B MH(OPMAaLIMOHHBIX CUCTEMaX.

3. IlpuMeHeHVe OpraHM3alMOHHBIX U TEXHUUECKHUX Mep, OIpeJe/ieHHbIX B
HacTosll[eM JoKyMeHTe, obecrieunBaeT oriepaTop C yueToMm TpeboBaHMUiA
9KCIUTyaTallMOHHBIX J0KyMeHTOB Ha CK3U, wucrosb3yembie Ajs obecrieueHHst
6e301M1acCHOCTA TIepPCOHA/ILHBIX [JaHHBIX MPU UX 00paboTKe B MH(OPMAIIMOHHBIX
cucTeMax.

4. 3Okcrnyatauusi CK3U  mo/pKHa OCYLeCTB/ISATbCS B COOTBETCTBUU  C
nokymenTaipeii Ha CK3UM u TpebOoBaHMSIMH, YCTaHOBJIEHHBIMH B HaCTOSIIIEM
JOKyMeHTe, a TakXe B COOTBETCTBUM C WHBIMM HOPMAaTHMBHBIMHU IIPaBOBBIMU



aKTaMH, peryJUpYyIOIIUMU OTHOILIIEHUsS] B COOTBETCTBYIOIIel 00/1acTy.

II. CocTaB ¥ coziep;kaHue OpraHru3aliOHHbIX
Y TEXHAUYECKUX Mep, He0OXO0IUMBIX /IJisl BBITIOTHEHMUSI
ycTaHOBJIeHHbIX [IpaBuTensctBoM Poccuiickon ®epepaiyu
TpeOOBaHMM K 3allliTe TIepCOHAIbHBIX JaHHbBIX
[/151 4 YPOBHS 3allUILEHHOCTH

5. B cootBercTBUM ¢ myHKTOM 13 TpebGoBaHMii K 3alUTe TepCOHATbHBIX
JaHHbIX TPU UX 00paboTKe B WH(MOPMAIMOHHBIX CHCTeMaX IePCOHATbHBIX
JlaHHbIX,  YTBEpP)KJEHHbIX MocTaHoBjeHWeM [IpaButenbctBa  Poccuiickou
degeparu ot 1 Host6pst 2012 1. N 1119 <1> (manee - TpeboBaHusI K 3aIuTe
MepCOHAMBHBIX ~ JIAHHBIX), i obecrieueHuss 4 ypOBHS  3all[UIIIEHHOCTH
MepCcoHa/bHBIX MJAHHBIX TpU MX 00paboTke B MH(POPMAIIMOHHBIX CHCTeMaXxX
Heo0X0ITUMO BBITIOJIHEHHE C/IeAYIOLUX TpeboBaHMA:

<1> Cobpanue 3akoHOjaTenbCcTBa Poccuiickoii ®epepanmun, 2012, N 45,
6257.

a) opraHu3als pexxuMa obecrieueHns: 6e301aCHOCTH TTOMeIleHH, B KOTOPBIX
pa3MellleHa UWH(OpMAal[MOHHAasi CUCTeMa, MPEeNITCTBYIOIIero BO3MOXXHOCTU
HEKOHTPO/IMPYEMOT'0 IPOHUKHOBEHUSI U/IU TIPeObIBaHUS B ITUX TTOMEILeHUsIX JIULI,
He MMeOIIIUX TIpaBa A0CTyna B 3TU MOMeLL[eHHSsI;

6) obecreyeHrie COXPAHHOCTU HOCHUTe/Iel TIepCOHa/IbHBIX JAaHHBIX;

B) yTBepXK/eHHe DYKOBOJUTE/eM oreparopa [JOKYMeHTa, OIpe/esistolero
repeveHb JIUI], JOCTYI KOTOPBIX K IEePCOHA/LHBIM JJaHHBIM, 00pabaThiBaeMbIM B
WH(POPMAILIMOHHON CcHCcTeMe, HeoOXOJUM /il BBLITIOJIHEHUSI UMM  CITy>KeOHBIX
(TpymoBBIX) 00s13aHHOCTE;

T) WCII0/Ib30BaHUE CPEJCTB 3alUThI MHGOPMALUH, TIPOLIEANIUX TPOLeLYPY
OLIeHKHM COOTBETCTBUS TpeDOBAaHUSM 3aKOHO/IaTeNbcTBa Poccuiickoit desiepaiiuu B
obmactu obecrieuenusi 6e3omacHoCTH UH(OPMAILUK, B C/Tydyae, KOTJa TpUMeHeH e
TaKUX CPe/ICTB He0OXOIUMO /I/Isi HeMTpaIM3alyy aKTyaabHbBIX YIPO3.

6. [lnsi BbITo/iHeHUs] TpebOBaHUs, YKa3aHHOTO B TOAMyHKTe "a" TyHKTa 5
HaCTOSIIIIETO IOKyMeHTa, HeoOXoAuMo obecrieueHre pekuMa, TPersTCTBYIOIIEero
BO3MO)XHOCTH HEKOHTPO/JIMPYEMOT'O TPOHWUKHOBEHWsS WM TIpeObIBaHUS B
MOMeIll[eHUsIX, T[e pa3MelleHbl ucnosb3dyemble CK3U, xpansarcs CK3U u (wm)
HOCUTE/NN K/IH0UeBOM, ayTeHTH(UIUpYolleli U maposibHol uHbopmaiuu CK3U
(zanee - [TomeleHus), L, He UMeEROIMX MpaBa Aoctyna B [Tomelrienus, Kotopoe
JOCTUTAeTCs MyTeM:
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a) ocHaieHusi [TomellleHnii BXOAHBIMU [IBePbMHM C 3aMKaMH, oOecrieueHUsi
MOCTOSTHHOTO 3aKpbITHS ABepel [loMellleHnl Ha 3aMOK Y UX OTKPBITHS TOJIBKO /ISt
CaHKI[MOHMPOBAaHHOTO TPOXOJla, a TakKe oOrevatbiBaHus [lomerjeHuii Mo
OKOHYaHWM pabouero gHs W obopyznoBaHue [TomellleHH COOTBETCTBYIOLAMU
TeXHAUEeCKUMU YCTPOMCTBaMU, CUTHA/IM3UPYKOIUMHA O HECAHKI[MOHWPOBAaHHOM
BCKpbITUM [lomerieHni;

0) yTBepkaeHusi mpaBuUs goctyra B [lomerrieHuss B pabouee u Hepabouee
BpeMsl, a TAK)KE B HEIIITaTHBIX CUTYaL[UsX;

B) YTBEP>K/I€HHsI [TepeyHsl JIMLl, UMEIOLIUX NpaBo JocTyrna B [ToMerjeHusl.

7. [nsi BbIMONHeHUsi TpeOOBaHMWs, yKa3aHHOTO B MOJAMyHKTe "0" TyHKTa 5
HaCTOSIILIero I0KyMeHTa, Heo0X0AUMO:

a) OCYLLeCTB/IATh XpaHeHHe CheMHbIX MAallMHHBIX HOCHUTe/IeU IepCOHaTbHbIX
JNaHHBIX B ceMdax (MeTa/utmueckux Ikadax), 000pPY[OBaHHBIX BHYTPEHHUMHU
3aMKaMu C JByMs Ui Oosiee ny0OnMkaTaMu Karoued M MPUCTIOCOOIeHUSIMU IS
OrevyaTbIBaHMsl 3aMOYHBIX CKBa)KMH WIA KOZOBBIMU 3aMKaMU. B ciiydae eciu Ha
CbEMHOM MAIIMHHOM HOCHTeJe IIePCOHA/IbHBIX [aHHBIX XPaHATCA TOJIBKO
repcoHabHble [aHHble B 3alllM(PpoBaHHOM C wucrnosb3oBaHueM CK3U Buge,
JOMYCKaeTCsl XpaHeHre TaKUX HOCUTeNel BHe cel(oB (MeTa/IMuecKux KagoB);

6) ocCyllecTBIATh  TO3K3eMIUVIAPHBIM ~ yueT  MalllMHHBIX  HOCUTesel
MepPCOHA/IbHBIX TAHHBIX, KOTOPbIN [JOCTUTaeTCs IyTeM BejleHHs >KypHaja yueTa
HOCUTe/Ied TepCOHa/NbHBIX [aHHBIX C MCIOJ/Ib30BaHWEM PerucTpalOHHBIX
(3aBOICKMX) HOMEPOB.

n "

8. [lnsi BbITIo/iHEeHUS] TpeOOBaHUS, YKa3aHHOTO B TOATYHKTe "B" TyHKTa 5
HaCTOSIIero J0KyMeHTa, Heo6X0ANMO:

a) pa3paboTaThb M YTBEPAUTH JOKYMEHT, OIpe/e/ISION[Ui TepeueHb JIHII,
JOCTYyIT ~ KOTOpPBIX K  TIePCOHAZbHBIM  JlaHHBIM, OOpabaThiBaeMbIM B
WHGOPMAI[MOHHOW crcTeMe, HeoOXOAWUM i BBIMTOTHEHUsS UMM  CTy>KeOHBIX
(TPy10BBIX) 00sI3aHHOCTEM;

0) mopamep>KWBaTh B AaKTyaJbHOM COCTOSIHUH [JJOKYMEHT, OITpe/le/ SOl
repeueHb JIMI], JOCTYIT KOTOPBIX K IE€PCOHATbHLIM JJaHHBIM, 00pabaThiIBaeéMbIM B
WHGOPMAI[MOHHON crcTeMe, HeoOXOAWM I BBITOJHEHUS WMH  CTy>KeOHBIX
(Tpy10BBIX) 00sI3aHHOCTEH.

mnmn

9. [lnsi BBITIO/IHEeHUsI TpeOOBaHWs, YKa3aHHOTO B TOAMYHKTe 'T" TyHKTa 5
HACTOSAIIETO JJOKyMeHTa, HeoOXOAUMO [I/IsT KaXKJ0r0 W3 YPOBHEH 3allUIIeHHOCTH
TepcoHaNbHbIX JaHHbIX TipuMeHeHue CK3M cooTBeTCTBYyrOLEro  Ksjacca,
TO3BOJIAIOIIMX ~ oOecrieuBaTh 0e30MMaCHOCTh  ITEPCOHANBHBIX  JJaHHBIX TIPU
peanu3aliuM 1je/ieHarpaB/ieHHbIX JeMCTBUM C HCIIO/b30BaHMEM ammnapaTHbIX U



(w11) mMporpaMMHBIX CPeJCTB C Iie/Ibl0 HapyIlleHusi 6e30MacHOCTH 3all[UI[aeMbIX
CK3U/ nepcoHanbHBIX AAHHBIX WX CO3/jaHUs YCIOBUM JJid 3TOTO (Zasee - aTaka),
KOTOpOe I0CTUTaeTCsl IyTeM:

a) TOMy4YeHUsl WCXO[HBbIX [JaHHBIX [/ (POPMHUPOBaHUSI COBOKYMHOCTU
Tpe/iNio/I0yKeHU 0 BO3MOXXHOCTSIX, KOTOpble MOT'YT MCI0/Ib30BaTbCSl IIPU CO3/jaHUHU
CTI0co0O0B, MOJATOTOBKE U MPOBeIeHNH aTakK;

0) bopmMupoBaHUs U yTBepXK/IeHUsI PYKOBOAUTE/IEM OIlepaTopa COBOKYITHOCTH
TMIPe/IOJI0’KeHNH 0 BO3SMOKHOCTSX, KOTOPbIE MOTYT UCIOJIb30BaThCs IPU CO3/jaHAN
Cr1iocoboB, MO/ArOTOBKe W IMPOBeJeHUN aTak, U Orpejie/ieHue Ha 3TOl OCHOBe U C
yueToM TUIa aKTyabHbIX yrpo3 Tpedyemoro knacca CK3U;

B) WCIIO/Ib30BaHUs [ obecrieueHWss TpeOyeMOTO YpPOBHS 3alllUI[eHHOCTH
MepPCOHA/IbHBIX JJaHHBIX TIPU UX 00paboTke B nHGopMaimoHHO#M cucteme CK3U
knacca KC1 u Beiitte.

10. CK3U xkmacca KC1 npuMeHsitOTCA [/ HeWTpalu3alluM aTak, Ipu
CO3/laHMK  CIOCOOOB, TIOATOTOBKE U TIPOBEJEHWM KOTOPBIX HCTIOJIB3YIOTCS
BO3MOXXHOCTH U3 UMCJ/Ia CIeAYIOIIUX:

a) co3JaHue CriocoOOB, MOATOTOBKA W TPOBeZieHHe aTak 0e3 TpUB/IeUeHHs
CTeLMa/TMCTOB B 00/1acTH pa3paboTku 1 aHamm3a CK3U;

0) co3ganue crmocoO0B, MOITOTOBKA M MIPOBe/ieHNe aTaK Ha Pa3/IMUHbBIX dTarax
>KU3HeHHOrO 1ukaa CK3U <1>;

<1> K »93rtanam kusHeHHoro 1mKiga CK3W oTHocsTcs pa3paboTka
(MOZepHM3aLMsl)  YKa3aHHbIX  CpPeACTB, WX  NPOWU3BOJCTBO,  XPaHEHUE,
TPAHCIIOPTUPOBKA, BBOJA B  JKCIUIyaTaluio  (MyCKOHanafiouHble PabOThI),
9KCIUTyaTaLusl.

B) MpOBeJeHMEe aTakW, HaxOZsCh BHE TMPOCTPaHCTBA, B Mpefesiax KOTOPOro
OCYIIIeCTB/ISIETCSI KOHTPOJIb 3a TIpeObIBaHWMEM W AeUCTBUAMU /ML, U (WIN)
TPaHCIMOPTHBIX CPEZICTB (Jajee - KOHTpo/IMpyemasi 30Ha) <1>;

<1> I'panulleli KOHTPOJUPYEMOI 30HBI MOTYT OBITH TIEPUMETP OXpaHsSeMOM
TepPUTOpPUM  TpeAnpusTUsi  (yupeXxzeHus), OrpaKJaroliue  KOHCTPYKLIUU
OXpaHseMOro 3/IaHUsl, OXpaHsIeMOU YaCTU 37jaHusl, BbI/[eJIEHHOTO MOMEIlleHUSI.

I) TIpOBeieHHMe Ha JTamax pa3paboTku (MoJepHU3al[MH), TIPOU3BO/CTBA,
xpaHeHusi, TpaHCnopTUpoBKU CK3W u stane BBoga B 3kcrutyatauuto CK3U



(myckoHasaZiouHble paboThl) C/IeIyIOIIUX aTak:

BHECEHHWE HeCaHKIMOHWPOBaHHbIX wu3MeHeHud B CK3U u (wm) B
KOMIIOHEHThI annapaTHbIX M MNPOrpaMMHBIX CpPeJICTB, COBMECTHO C KOTODPBIMH
mTaTHO GYHKIUMOHUPYIOT CK3UM ¥ B COBOKYMHOCTH TIpeZCTaB/ISIIOIIME CPeay
dynkiponvuporanusi CK3U (manee - C®), KoTopble CIIOCOOHBI TOBIUATHL Ha
BbITIOJIHEHWe TipeabsBasieMbix K CK3WM  TpeboBaHuii, B TOM uMc/ie C
WCII0/Tb30BaHHeM BPeIOHOCHBIX TTPOTrpaMM;

BHECeHWe HeCaHKLIMOHMPOBAHHBIX M3MeHeHuM B JoKymeHTaluio Ha CK3U u
KOMITOHeHThI C®D;

[1) IpoBe/ieHre aTak Ha 3Tarie sKkcrutyaratmu CK3U Ha:

TlepCOHa/IbHbIE [JaHHbIE;

K/IFOUEBYI0, ayTeHTU(ULIMPYIOIIYIO U MaposibHY0 uHpopmaruio CK3U;
rporpamMHblie KoMrioHeHTbl CK3;

aririapaTHble KOMIioHeHTbl CK3U;

rporpaMMHbIie KoMmrioHeHTbl C®, BK/r0Uast mporpaMMHoe obecrieuerrie BIOS;
arirapaTtHble KOMIoHeHTbl Cd;

JlaHHbIe, TIepe/jaBaeMble M0 KaHajlaM CBSI3Y;

VHble 00BEKTHI, KOTOPbIe yYCTAaHOBJIEHbI TPU (POPMHPOBAHWUM COBOKYITHOCTH
TIpe/IN0/I0’KEeHU 0 BO3MOXKHOCTSIX, KOTOPbIe MOTYT UCIO0JIb30BaThCs IPU CO3/laHAN
criocoboB, TIOATOTOBKE U TPOBEEHWHM arak C Yy4eTOM TIPUMEHSeMbIX B
MH(MOPMaI[MOHHOW cUCTeMe UH(POPMAalIMOHHBIX TEXHOJIOTHH, arrapaTHbIX CPeJICTB
(mamee - AC) u mporpaMMHoro obecrieuenus (ganee - [10);

e) MoJjiyueHue U3 HaXOSAIIMXCsl B CBOOOAHOM I0CTyTe UCTOUHMKOB (BK/IIOUAst
MH(OPMaLMOHHO-TeJIEKOMMYHUKALIMOHHbIE  CeTH, JOCTyll K KOTOpPbIM He
OrpaHWyYeH OrpefieJiIeHHbIM KDYroM JIML, B TOM 4WC/Ie WH(OPMAaLMOHHO-
TeJIEKOMMYHUKAL[MOHHYIO0 ceTh "VIHTepHeT") uH(opMaiuu 06 MHPOPMALIMOHHOM
cucteMme, B Kotopoi ucmosb3yetcss CK3U. Tlpu 3ToM MokeT ObITH TO/yueHa

cenytoiiasi MHGoOpMarusi:

obme cBeieHrss 00 MHPOPMAIJMOHHOW CUCTeMe, B KOTOPOM HCTIOJIb3yeTCs
CK3MU (Ha3HaueHMe, COCTaB, OTIepaTop, 00BEKThI, B KOTOPHIX pa3MellieHbl PecypChl
MH(OPMAaLMOHHOW CUCTEMBI);

cBefieHWss 00 WHGOPMAI[MOHHBIX TeXHONOTHAX, 0Oa3ax maHHbIX, AC, IIO,
WCIIO/Ib3yeMbIX B HH(OpMal[MoHHOW cucteme coBMectHo ¢ CK3U, 3a



VCK/IIOUEHWEM  CBEIeHUM, COZepKalquxcsi TOJbKO B KOHCTPYKTOPCKOW
JOKYMeHTal[ii Ha WHGOpMallMOHHbIe TeXHO/oTUH, 6a3bl manHbix, AC, IIO,
MCII0/Ib3yeMble B MH(POPMaLIMOHHOM cucTeMe coBMecTHO ¢ CK3U;

coZiep’KaHue KOHCTPYKTOPCKOU JjoKkyMeHTaluu Ha CK3U;

cofepkaHuWe Haxofsllelicsi B CBOOOJAHOM [OCTyre [JOKyMeHTal[uu Ha
ariraparHble ¥ rporpaMMHble KOMIoHeHTsl CK3U u CP;

o0Ive cBefileHUs1 O 3alljuillaeMoil MHpOPMaLMK, UCI0/b3yeMOl B Tpoljecce
skcrutyatauuu CK3U;

CBeJleHUs1 O KaHajlaX CBSA3U, MO0 KOTOPbIM MepejaroTcs 3aiuiraemele CK3U
MepCOHAJIbHBIE JaHHBIe (J1aj1ee - KaHas CBSI3H);

BCe BO3MOJKHbIE€ [laHHbIE, TlepeflaBaeMble B OTKPBITOM BHZE MO KaHajiaM
CBSI3M, He 3alUIeHHbIM OT HEeCAaHKLJMOHWPOBAHHOTO [OCTyMa K WH(OpMaiuu
OpraHU3alMOHHBIMU U TEXHUYECKUMU MepaMu;

cBefieHUs1 000 BceX TMPOSIBJSIONIMXCS B KaHajaaX CBs3Y, He 3all[UILeHHbIX OT
HeCaHKL[MOHUPOBAHHOTO  JIOCTyNa K WH(OpPMAaLMM OpraHyM3alOHHBIMA U
TeXHUYeCKMMH MepaMu, HapylleHUsIX npaBui skcrtyatanguu CK3U u Co;

cBeZieHUst 000 BCeX TIPOSIBJISIIONIMXCS B KaHa/laX CBSI3U, He 3allUIIeHHBIX OT
HECAHKIIMOHUPOBAHHOTO [IOCTyNMa K WH(POPMAlLMX OpraHU3alMOHHBIMU U
TeXHUUECKMMH MepaMH, HeUCIIPaBHOCTAX M COOsX arrapaTHbIX KOMIIOHEHTOB
CK3U1 u CP;

CBeZleHUsl, TiojiyuaeMble B pe3y/bTaTe aHalu3a JilOObIX CUTHAIOB OT
arirapaTHbIx KOMoHeHTOB CK3U u Cd;

)K) IpYMeHeHHe:

HaXOJALMXCST B CBOOOAHOM [OCTyIe WM HWCHO/b3yeMbIX 3a MpefenaMu
KoHTpoyimpyemor 30Hbl AC wu IO, Bk/rouasg anmapaTHble W NPOrpaMMHbIe
KommoHeHThl CK3U u CD;

crietanbHO paspaboranHbix AC u I10;

3) MCIOJ/Ib30BaHWe Ha JTare SKCITyaTalydyd B KauecTBe CpeJibl MepeHoca OT
cyObekTa K 00beKTy (0T 00beKTa K CyOBeKTY) aTaku JeHCTBHM, OCYIIeCTB/IIeMbIX
TIPU MOJrOTOBKE U (W) POBEJ€HNY aTaKu:

KaHa/OB CBS3W, He 3allUIeHHbIX OT HEeCAHKIIMOHUPOBAHHOTO JO0CTyMa K
vH(OopMaly OpraHu3alMOHHBIMU U TEXHUYECKUMU MepaMu;

KaHaJioB pacrpocTpaHeHust CUTHAJIOB, COTIPOBOXKAAIOIIAX



dbynkiuonupoanve CK3U u CO;

Y) TpoBe/leHMe Ha ITare »3KCIulyaTal[dd aTakd W3 UH(POpPMalMOHHO-
Te/IeKOMMYHUKALIMOHHbIX  CeTel, [JOCTyll K KOTOPbIM He OrpaHUuYeH
orpejie/ieHHbIM KpPYroM Jivll, ec/Jd UH(pOpPMal[MOHHbIe CHUCTEeMbl, B KOTOPBIX
rcnonb3yroTca CK3U, uMeroT BbIX0 B 3TU CeTH;

K) HWCIO/Jb30BaHWE Ha JTame SKCIUTyaTaldd HaxXOASLIMXCS 3a Mpejenamu
KoHTposiupyemoii 30HbI AC u ITIO u3 cocraBa cpefcTB UHGOPMAIMOHHON
CUCTeMBbI, TIpUMeHsieMbIX Ha Mectax 3kKcrutyataumu CK3WU (manee - miraTtHbie
cpefCTBa).

11. CK3U xknacca KC2 npuMeHsitOTCA [/ HeWTpalu3alluM aTak, Ipu
CO37laHUM CrI0CcOo00B, TIOATOTOBKE U TIPOBEIEHUMM KOTOPBLIX HCIIOJ/Ib3YHOTCS
BO3MO>XHOCTHM W3 UMC/ia Mepeurc/ieHHbIX B MyHKTe 10 HacTosilero JOKyMeHTa U
He MeHee O/IHOW W3 C/IeIYIOIIUX /I0TIO/THUTeTbHBIX BO3MOKHOCTEH:

a) MpoBe/leHre aTaku MPU HaXO0KJeHWU B MpeiesiaX KOHTPOJIMPYEeMOU 30HBI;
6) mpoBeieHNe aTak Ha Jtarie Kcryataiuu CK3U Ha ciefyroliie 0ObeKTh:
nokyMeHTaluto Ha CK3U v koMmnoHeHThl CD;

[TomerieHrs, B KOTOPBIX HAXOAUTCA COBOKYITHOCTb TIPOTPAMMHBIX U
TeXHUUECKUX  JJIEMEHTOB  cucteM  00pabOTKM  JJaHHBIX,  CITOCOOHBIX
(YHKIIMOHUPOBATh CAMOCTOSITEIbHO WU B COCTaBe Apyrux cucteM (ganee - CBT),
Ha KOTopbIX peanu3oBaHbl CK3U u CD;

B) IMOJydyeHHMe B paMKax IIpe[joCTaB/AeHHBbIX TOJHOMOUYMH, a Takxke B
pe3y/ibTaTe HaOMIOAeHU ceyrolei nHGOpMalvu:

cBeZieHNd 0 (hM3MUeCKUX Mepax 3allUThl 0ObEKTOB, B KOTOPHIX Pa3MellleHbI
pecypchbl MH(OPMaI[MOHHON CHUCTEMBI;

CBeZIeHM 0 Mepax I0 00ecCrieueHWIO0 KOHTPOJIUPYEMOW 30HbI OOBLEKTOB, B
KOTOPBIX pa3MellleHbl peCypchbl MHPOPMaI[MOHHOW CUCTEMBI;

CBeJleHUM O Mepax IO pa3rpaHuyeHuto foctyna B [loMeleHusi, B KOTOPBIX
HaxozsaTcs CBT, Ha koTtopbix peanmu3oBanbl CK3U u CD;

I)  WCIOMb30BaHWE  INTAaTHbIX  CPeACTB, OrpPaHUUYEHHOE  MepaMH,
peasM30BaHHLIMU B UH(OPMALIMOHHOM cUCcTeMe, B KOTOpoi ucronb3yetcsi CK3U,
M HarpaB/IeHHBIMM Ha MpeJOTBpallleHhe W TpeceueHre HeCAaHKLIMOHUPOBAHHBIX
JeICTBUM.

12. CK3U xknacca KC3 npuMeHsitOTCA [/ HeWTpalu3aluM aTak, Ipu



CO3/laHUM CII0COO0B, TIOATOTOBKE U TIPOBeJEHHMU KOTODPBIX HCIOJIb3YIHOTCS
BO3MOXXHOCTM M3 4YMC/Ia TMepeuyncieHHbIX B IyHKTax 10 u 11 Hacrosuiero
JIOKyMeHTa ¥ He MeHee OJHOU U3 CJIeIyIOLMX JOIO/HATE/IbHBIX BO3MOKHOCTEM:

a) pusnueckuii joctyn K CBT, Ha KoTopbix peanv3oBanbl CK3U u CP;

6) BO3MOXKHOCTb pacriosiaraTh armapaTHbiMu KomrioHeHTamMu CK3U u CO,
orpaHuYeHHasi MepaMH, peaJM30BaHHbIMM B WH(MOPMAIIMOHHOW CUCTeMe, B
kotopou wucnoss3yercss CK3W, v HampaB/ieHHbIMM Ha TMpeJoTBpalleHrhe W
rpeceveHrie HECAaHKIIMOHUPOBAHHBIX 1eUCTBUM.

13. CK3U knacca KB npumeHstOTCs [1/11 HeUTpa/u3aliuy aTak, Py CO3[aHUU
Crioco0oB, TIOATOTOBKE W MPOBEJEHUH KOTOPBIX MCIOJIb3YIOTCS BO3MOYKHOCTH U3
yKc/ia Tepeuyrc/ieHHbiX B NyHKTax 10 - 12 HacToslllero JOKyMeHTa U He MeHee
O/IHOW U3 CIeAYIOIINX IOTIO/THUTeTbHBIX BO3MOKHOCTEH:

a) co3faHue Crioco0oB, MOATOTOBKA U TPOBe/leHHe aTak C TpUBJeueHueM
Crelia/iucToB B obsactu aHaIM3a  CUTHAJIOB, COTMPOBOK/IAFOIINX
¢dyukimonrpoBanrie CK3U u C®D, 1 B 06/1acTy MCI0/Ib30BaHMs IS Peau3aliin
aTak HeJJOKYMEeHTUPOBAHHbBIX (HeJeK/IapUPOBAHHBIX) BO3MOKHOCTEH NMPUKJIaZHOTO
I10;

6) mpoBefeHue JabopaTopHbix HcciaenoBaHuii CK3U, HcCIonb3yemMbIX BHe
KOHTDO/IMDYEMOW  30HbI, OrPpaHMYE€HHOEe MepamH, peaJu30BaHHbIMU B
MH(MOpMaI[MOHHOW cucTeMe, B KoTopoi ucnosb3yetcss CK3U, u HanpaBieHHbIMU
Ha Mpe/oTBpalljeHe U TpeceueHre HeCaHKI[MOHUPOBaHHBIX [eCTBUU;

B) MpoBeZieHrWe paboT MO CO3[aHUI0 CTIOCOOOB M CPeACTB aTak B HAy4HO-
MCC/Ie/I0BaTe/IbCKUX LleHTpax, CheLyanu3upyrouuxcs B obnactu pa3paboTku u
aHam3a CK3UM u C®, B TOM uyncie C UCIOJb30BaHUEM WCXOJHBIX TEKCTOB
Bxogsiero B C® npuknaaHoro I10, HerocpeLCTBeHHO MCIIO/B3YIOLIEr0 BbI30BbI
nporpammHbIX GyHKIm CK3N.

14. CK3U knacca KA nipuMeHSItOTCS [j1s1 HeUTpaIu3aluu atak, Tpy CO3JaHuU
criocoboB, MOATOTOBKe U MPOBEIEHWH KOTOPHIX HCTIOJB3YIOTCS BO3MOKHOCTU M3
yKcia repeyrc/ieHHbIX B NyHKTax 10 - 13 HacToflllero JOKyMeHTa U He MeHee
O/IHOU U3 CIeAYIOIINX IOTIO/THUTeTbHBIX BO3MOKHOCTEH:

a) co3jaHue CrocoboB, MOATOTOBKA W TPOBeZieHHWEe aTak C MpHUBJIeueHreM
CHelMa/McTOB B 00/aCTM  WCTONB30BaHUS /IS peanu3al[iM  aTak
HeJJOKYMEeHTUPOBAHHbBIX (HeJleK/IapUPOBAHHBIX) BO3MOXXHOCTeM cucteMHOro 110;

©0) BO3MOXHOCTH  pacrojiaraTh  CBEJEHUSIMH,  COAEpP’KAI[UMHCSI B
KOHCTPYKTOPCKOM [JOKYMEHTAl[M{ Ha arlfapaTHble U MporpaMMHble KOMITOHEHTBI
Co;



B) BO3MO)KHOCTb pacriojiaraTb BCEMM arrapaTHbIMU KoMrioHeHTamu CK3U u
Co.

15. B mpouecce (opMHpOBaHUSI COBOKYITHOCTH TIPEATIOIOKEHUH O
BO3MOXXHOCTSIX, KOTOpble MOTYT WCII0/Ib30BaThCsl TIPU CO3[lJaHUM  CTMOCOOOB,
MOATOTOBKE U TIPOBEe/IeHHH aTak, JOIOJHATe/IbHbIe BO3MOKHOCTH, He BXOZSLLMe B
UKCJIO TIepeuyrc/ieHHbIX B IyHKTax 10 - 14 HacTosllero JOKymMeHTa, He BJIUAIOT Ha
TIOPSIZIOK oripeziesieHyst Tpebyemoro kinacca CK3U.

III. CocTaB u cofiep>xaHue OpraHUu3aLOHHBIX
Y TEXHAUYECKUX Mep, He0OXO0IUMBIX /IJis1 BBITIOTHEHMUSI
ycTaHOBJIeHHbIX [IpaBuTenscTBOM Poccuiickon ®Pefepaiyu
TpeOOBaHMM K 3allliTe TIepCOHATbHBIX JaHHbBIX
[J1s1 3 YPOBHS 3alLlUILIIEHHOCTU

16. B cootBeTcTBUM C TIyHKTOM 14 TpeboBaHuii K 3all[uTe TepCOHA/IbHBIX
JaHHBIX /17151 obecrieyeHys 3 YPOBHS 3allAII[eHHOCTH TIepCOHA/IbHBIX AAHHBIX TIPU
X 00paboTke B MH(POPMALIMOHHBIX CHCTEMAax MOMHMO BBITTOIHEHHUST TpeOOBaHHH,
MpelyCMOTPEeHHBIX TTYHKTOM 5 HACTOSIIEro JOKyMeHTa, He00X0/[MO BhITIO/IHEHHE
TpeOOBaHUSI 0 Ha3HAUEHWM [JOJDKHOCTHOTO Jiviia (pabOTHMKA), OTBETCTBEHHOTO 3a
obecrieueHrie 6€301TaCHOCTH TT€PCOHABHBIX JJaHHBIX B MHPOPMAIIHOHHOM CHCTEME.

17. [Ansa BbiMoJHEeHUs] TpeOOBaHWs, yKa3aHHOTO B MYHKTe 16 HacCTOSILero
JOKyMeHTa, HeobXoJuMO Ha3HaueHWe 00/aJarollero J0CTaTOYHbIMU HaBbIKaMU
JIOJDKHOCTHOTO Jinija (paboTHMKA) orepaTopa OTBETCTBEHHBbIM 3a obecrieueHue
6e30macHOCTU TiepCOHAMBHBIX JAHHBIX B UH(POPMALMOHHOU CHUCTeMe.

18. [lnst BbITIOSTHEHMsT TpeOOBaHUS, YKa3aHHOTO B TIOAIYHKTe T TyHKTa 5
HaCTOsIIIIero  JJOKyMeHTa, HeoOXoAUMO BMeCTO Mepbl, TIpeJyCMOTPEeHHOM
MOANYHKTOM "B" MNyHKTa 9 HaCTofllLlero [JOKyMeHTa, WCII0/b30BaTh AJIs
obecrieueHust TpeOyeMOro YpOBHsI 3all{MIIIEHHOCTH TIePCOHAMbHBIX JJaHHBIX MPU UX

00paboTKe B MH(OPMAI[MOHHOM CUCTeMe:

CK3U knacca KB u BblIllIe B c/iydasix, Korza /s MHGOPMal[MOHHON CUCTeMbI
aKTyaJslbHbl yTPO3bl 2 TUTIA;

CK31 knacca KC1 wu Bblle B cydasX, Korjga A WMH(OPMALMOHHOU
CUCTEMBI aKTyaJIbHbI YIPO3bl 3 TUIIA.

IV. CocraB u copepykaHve opraHu3aliOHHbIX
Y TEXHUYEeCKUX Mep, He0OX0[UMBIX /1Jisl BBITIOJTHEHUSI YCTAaHOB/IEHHBIX
[TpaBuTenscTBOM Poccuiickoit ®@emepaiiiy TpeOOBaHMIM K 3all[UTe
TepCOHA/TbHBIX IaHHBIX AJ151 2 YPOBHS 3al[UI€HHOCTH

19. B cootBeTcTBUM C TyHKTOM 15 TpeGoBaHuil K 3allUTe TMepCOHATBHBIX
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JIAaHHBIX /711 obecrieyeHyst 2 YPOBHS 3aIlUIIIEHHOCTH MepCOHA/IBHBIX JAAHHBIX TTPH
X 00paboTke B MH(MOPMAIMOHHBIX CUCTeMaxX IMTOMHUMO BBITIOJIHEHUSI TPeOOBaHUM,
TIpe[yCMOTPEHHbIX TIYHKTaMM 5 W 16 HacTosiero AOKyMeHTa, HeoOXOoAuMO
BBITIOJTHEHWe TpeOOBaHWS O TOM, UTOOBI JOCTYI K CO/IEP>KAHUIO 3TeKTPOHHOTO
JKypHana cooOIeHnid ObLT BO3MOYKEH HCK/IFOUMTENBHO [T TO/DKHOCTHBIX JIHI]
(pabOTHUKOB) oriepaTopa WM YIIOJIHOMOUEHHOTO JiMIja, KOTOPBIM CBe/leHHs,
cofepskaiyecss B yKa3aHHOM JKypHaie, HeoOXOJWMbI [Jjisi  BBITIOJHEHUS
CJTy>KeOHBIX (TPY/IOBBIX) 00SI3aHHOCTEH.

20. [lna BbITIOSHeHUs TpeOOBaHWs, yKa3aHHOTO B TyHKTe 19 HacTosiiero
IOKyMeHTa, HeobX0JuMo:

a) yTBep)KJeHWe PYKOBOJWTEeJeM OrlepaTropa CITMCKA /ML, JOIYIIeHHbIX K
COJiep)KaHUI0 37IeKTPOHHOTO KypHasna CcooOlljeHUuM, U MoAAep>KaHue yKa3aHHOTO
CMMCKa B aKTyaJlbHOM COCTOSIHUY;

6) obecrieuenre WH(OPMAI[MOHHOW CHUCTEMbl aBTOMAaTHM3UPOBAHHBIMHU
Cpe/iCTBaMM, PEerucTPUPYIOIIUMHU 3arpochl TO/b30BaTeneil WHGOPMalMOHHON
CUCTEMbI Ha MOJyueHre MepCoOHaMbHBIX IaHHbIX, a TakXe (DaKThl MPel0CTaB/IeHuUs
TepCOHaTbHBIX JaHHBIX 110 3TUM 3alpoCcaM B 37IeKTPOHHOM KypHaJie COOOIIeHN;

B) oOecrieueHre WH(POPMALIMOHHON CHCTEMbI ABTOMATHU3MPOBAHHBLIMH
Cpe/iCTBaMM, MCKJ/IIOUAIOIAMU [OCTYI K COZIEP)KaHUI0 3JIEKTPOHHOTO >KypHasa
COOOIIIeHN L], He yKa3aHHBbIX B YTBEP)K/JE€HHOM PYKOBOJWUTE/IeM OllepaTopa
CIIMICKe JIWL], IONYII[eHHBIX K CO/IepyKaHHI0 3JIEKTPOHHOT'O >KYPHa/la COOOIIeHH;

r) obecrieueHre TIePUOIUUECKOTO0 KOHTPO/IS PaboTOCTIOCOOHOCTU YKa3aHHBIX
B roAnyHKTax "6" u "B" HacTOSIIero MyHKTa aBTOMaTHU3HMPOBAaHHBLIX CPEZCTB (He
peske 1 pasa B I[10/Ir0zia).

21. [ns BeIOHEHWsST TpeOOBaHMWs, YKa3aHHOTO B IMOAIYHKTe "I MyHKTa 5
HaCTOSIIIETO  [IOKyMeHTa, HeoOXoJuMO BMeCTO Mep, TpeyCMOTPEHHbIX
TOAIYHKTOM "B" IyHKTa 9 ¥ NMyHKTOM 18 HaACTOAIero JOKyMeHTa, UCII0/Ib30BaTh
nis obecrieueHUst TpeOyeMOro YpOBHS 3all[UIIEHHOCTH TePCOHA/bHBIX [JaHHbBIX
npu Ux 00paboTke B MH(OPMALIMOHHOU CHCTEME:

CK3U1 xknacca KA B caywasix, Korja /st WH(OPMAl[MOHHOW CHUCTEMBbI
aKTya/ibHbI yTpo3bl 1 THUMa;

CK3U knacca KB u BbIlIe B c/lydasix, Koria /s UHGOPMallMOHHOW CUCTeMBbI
aKTyaJ/IbHbl YTPO3bl 2 TUIIA;

CK31 knacca KC1 wu Bbile B ciydasX, Korja majisg WH(OPMal[MOHHOU
CUCTeMbl aKTya/IbHbI YTPO3bl 3 TUIIA.

V. CocTtaB u cofiepkaHUe OpraHu3alOHHBIX



Y TEXHUUECKUX Mep, He0OXOJUMBIX [I/1s1 BBITIOJTHEHUS YCTAaHOBIEHHBIX
[TpaBuTenbcTBoM Poccutickoit @esepaiiviv TpeOOBaHMi K 3all{UTe
NePCOHAJIbHBIX [JaHHBIX /151 1 YPOBHSA 3alUILIEHHOCTH

22. B cooTBeTcTBUM C TMyHKTOM 16 TpebOoBaHW K 3aliyTe TepPCOHATbHBIX
JaHHBIX /17151 obecrieyeHrs 1 ypOBHS 3alllAII[eHHOCTH TMepCOHA/IBHBIX JAAHHBIX TIPU
X 00paboTke B MH(POPMAIIMOHHBLIX CHCTeMax MTOMHMO BBITOHEHHUS TpeOOBaHUMH,
MpeyCMOTPEeHHBbIX MyHKTamMHu 5, 16 U 19 HacTosiero JokymeHTa, He0OX0[UMO
BBITIO/THEHHE CJIe/IVIOIINX TPeOOBaHMM:

a) aBTOMaTUUeCcKasi PerucTpaius B 37eKTPOHHOM >KypHase 6e30macHOCTU
M3MeHeHMs NOJTHOMOYMM COTPYZHHMKA OrepaTopa Mo JOCTYIy K IepCOHa/IbHbIM
Jl@aHHBIM, COJIep’KalUMCs B UH(OPMALIMOHHOW CHUCTEME;

0) co3maHue OT[e/IbHOTO CTPYKTYPHOTO TIOZpa3/eieHusi, OTBeTCTBEHHOTO 3a
obecrieueHrie 6e30MMaCHOCTU MePCOHABHBIX JJaHHBIX B MHGOPMAL[MOHHOMN CUCTeMe,
nbo Bo3jIOKeHHe ero (yHKIMHA Ha OAHO W3 CYI[ECTBYIOIIUX CTPYKTYPHBIX
nozipa3/ieNeHuHu.

23. [nst BeIMo/HeHUs TpebOBaHMS, YKa3aHHOTO B TOAMYHKTe "a" myHKTa 22
HaCTosLero 0KyMeHTa, Heo0X0AUMO:

a) obecrieueHre WHGPOPMALIMOHHON CHUCTEMBbI aABTOMAaTU3UPOBAHHBIMU
CpeACTBaMU, II03BOJIAIOLIMMUA aBTOMAaTUYeCKW DPEruCTpPUpOBaTh B 3JIEKTPOHHOM
)KypHasie 0e30MMacHOCTH W3MEHEeHWs TIOJTHOMOUWN COTpPYJHHMKAa OrepaTtopa Iio
JIOCTYITy K NTepCOHA/IbHbIM ZIaHHBIM, COZIep KalliuMCsl B MH(POPMaLMOHHOW CUCTEME;

0) oTpakeHWe B 37eKTPOHHOM J>KypHaje 0e30MMacHOCTH TIOJTHOMOYMIA
COTPYAHUKOB OTlepaTopa IepCOHANbHBIX AAHHBIX M0 JIOCTYIy K IepCOHATbHBIM
JTAaHHBIM, COJIEP’KAIUMCS B MH(POPMALIMOHHOM cHCcTeMe. YKa3aHHbIe TIOJTHOMOUMS
JIOJDKHBI COOTBETCTBOBATh [IOJDKHOCTHBIM 00SI3aHHOCTSIM COTPY/IHUKOB OTlepaTopa;

B) Ha3HAaueHWe OMNepaTopoM JiMLa, OTBETCTBEHHOTO 3a IMepUOJUYeCKUU
KOHTPO/Ib Be/IeHHsI 37IeKTPOHHOTO J>KypHasa 0e301acHOCTH ¥ COOTBETCTBUS
OTPaKEHHbIX B HEM IIOJTHOMOYMM COTPYJHUKOB OIepaTropa WX JOJDKHOCTHBIM
00s13aHHOCTSM (He peke 1 pa3a B Mecs]).

24. J1nsi BbITIOJTHEHWsS] TpeOOBaHMs, YKa3aHHOTO B MO/MyHKTe "0" myHKTa 22
HaCTOSIIIIETO I0OKyMeHTa, HeoOX01MO:

a) TIPOBECTU aHaJIU3 11e/1Iec000pa3HOCTU CO3/laHUs OT/Ie/TbHOTO CTPYKTYPHOT'O
noJjpas/iesieHusi, OTBeTCTBEHHOT0 3a obecrieueHre 0e30MaCHOCTH TePCOHATBHBIX
JTaHHBIX B UH(OPMALIMOHHOW CUCTEME;

0) co3maTh OTAeNbHOE CTPYKTYpHOe TIOZApa3fiesieHre, OTBETCTBEHHOEe 3a
obecrieueHrie 6e30IMaCHOCTH ITEPCOHABHBIX JaHHBIX B HH(MOPMAI[OHHOMN CHUCTEME,
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b0 BO3/M0XKUTh €ro (YHKIMM Ha OAHO W3 CYIIEeCTBYIOIIMX CTPYKTYPHBIX
noZipa3eneHumu.

25. nsi BBINO/IHEHUsST TpeOOBaHMsl, YKa3aHHOTO B TO/MYyHKTe "a'" MyHKTa 5
HacTosILIero  JIOKyMeHTa, /s obecriedeHrdss 1  ypoBHSL  3allMILeHHOCTU
HeoOX0IUMO:

a) obopygoBaTh OKHa IlomellleHMi, pacIionio)KeHHbIe Ha TepPBbIX U (W/IN)
MOC/IeHUX 3TaKax 3[aHuii, a Takke OKHa [lomeleHuid, HaxoJsIIUeCs OKOJIO
MOXKApHBIX JIECTHUI] U JPYTUX MeCT, OTKyZia BO3MO)XHO TIPOHMKHOBEHUE B
[TomelrieHUsi MOCTOPOHHUX JIMI], MeTa//TMYeCKUMH pellleTKaMu WU CTaBHSIMH,
OXpaHHOW CUTHanu3alved WIM [PYTMMU CpeJiCTBaMH, MPENsTCTBYHOIIUMU
HEeKOHTPOJIMPYEeMOMY MTPOHUKHOBEHUIO TTOCTOPOHHUX JIUL] B TIOMeIlleHUS;

0) obopyzoBaTh okHa U ABepy [TomellieHuid, B KOTOPbIX pa3MellleHbl CepBephbl
MH(MOPMAIIMOHHOW  CHUCTEeMbl,  MeTa/UIMUeCKMMU  pellleTKaMy, OXpaHHOU
CUTHa/M3aLuen W IPYTUMU CpeACTBaMy, TIPEernATCTBYOLUMU
HEKOHTPOJIMPYEeMOMY MPOHUKHOBEHUIO TTOCTOPOHHUX JIUL] B [IOMELLIeHUSI.

26. [nis1 BbINo/iHEHUsST TpeOOBaHMs, YKa3aHHOTO B TOAINYHKTe "I MyHKTa 5
HaCTOSILIero  [JOKyMeHTa, HeoOXoguMO BMeCTO Mep, IpeJyCMOTPEHHbIX
MOANYHKTOM "B" myHKTa 9, nyHkramu 18 u 21 HaCTOALEro [JOKyMeHTa,
UCTONb30BaTh s obecriedeHusi TpeOyemMOro  ypOBHs — 3allUILeHHOCTH

IePCOHAJIBHBIX NdHHBIX IIPU UX 06pa60TKe B HH(i)OpMEIL[HOHHOﬁ cucremMe.

CK3U knacca KA B cayuwasix, Korjga [ WHGOPMAlMOHHOW CUCTEMBbI
aKTyaJslbHbI yrpo3sl 1 Tuma;

CK3WU kinacca KB u Bbillie B cayvasix, Korja st MHOOPMalMOHHOW CUCTEeMBbI
aKTyaJIbHbl YIpO3bl 2 TUMIA.
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